PaanoyactotHaa MaeHTUPUKaLKMA



Radio Frequency IDentification

* RFID (aHrn. Radio
Frequency IDentification,
PAANOYACTOTHAA
naeHTMdunKauma) — crnocob
aBTOMaTU4YeCKou
MOEHTUPUKALMM OODBEKTOB, B
KOTOPOM NOCpeacTBOM
PAaANOCUTHANIOB CYNTbLIBAIOTCA
MM 3aNUCbIBAOTCA AaHHbIE,
XpaHALWLMecsa B TaK
Ha3bIBaeMbIX TPAHCNOHAEpPaX,
nnn RFID-meTKax.




Obwasa nHdopmaLms

* Tern RFID
6b1BalOT aKTUBHbIMU U1V NACCUB

HbIMM.

[MaccusHble meTkn RFID paboTtator
B OCHOBHOM B TP€X YaCTOTHbIX
AMNana3oHax:

e Hnskas yacrtota (LF) 125 -134
Klu

e Bbicokas yacTtoTa (HF) 13,56 My

e CBepxBblcOKanA yactoTa (YBY)
oT 856 MIlu ao 960 My,



Icnonb3yemoe obopyaoBaHme

e [Thata stm32f-discovery
* RFID RC522 moayne.
 Kaptbl MIFARE.




OpraHmn3auma namath Mifare 1K

@ COM3 (Arduino/Genuine Uno)

| e [TamAaTb pa3buTa Ha 16 cekTopoB

MFRC522 Software Version: 0x%2 = +w2.0
Scan FICC to aee UID, type, and data blocks... B Ka )IKpION\ Ce KTO pe 4 6!1 O Ka C 16
Card UID: BD 31 15 2B
FICC type: MIFRRE 1KB 6 v (V)
Sector Block o1 2 3 4 5 & 7 & 91011 12 13 14 15 AccessBits
15 63 00 00 00 00 OO0 00 FFOT &80 69 FF FF FFEF EFFF [0 0 1) aMTaMM MH¢OpN\aLI|MM KaH‘(ﬂlbIM.
62 g0 00 00 00 00 00 00 00 OO0 00 00 00 Q0 0D Q0 [ 00O ]
61 00 00 00 Q00 QO QO OO0 QO OO0 QD OO Q0 QO OQOOQODOQOD [OQOQO]
] 00 00 00 00 Q0 OO0 OO0 0O OO0 OO0 OO OO0 QO QO QD QO [0 O O]
14 59 00 00 00 00 QO OO FEO7 B0 9 FFFF FFEFFFFFF [ 00 1]
58 00 00 o0 00 00 00 00 OO0 OO0 OO0 OO OO OO OO OO QO [ OO O]
57 oo 00 00 00 QO OO OO0 OO OO0 OO OO OO QO OO OO QO [ OO O ]
56 oo 00 00 OO QO OO OO QO OO QD OD OD QO OO OODOOD [OOOQ]
13 55 00 00 00 00 OO0 00 FF OT &80 69 FF FF FFEF EFFF [0 0 1)
54 00 00 00 00 00 OO0 00 OO0 OO0 OO0 OO OO Q0 OO0 00 Q0 [ O O O ]
53 00 00 00 Q0 QO QO OO0 QO OO0 QD OO QD QO OQOOQDOQOD [OQOQOQ]
52 00 00 00 00 Q0 OO0 00 0O OO0 OO0 OO0 OO0 QO QO QD QO [0 O O]
12 51 00 00 00 00 0O OO FE O7 B0 9 FFFF FFFFFFFF [ 00 1]
50 00 00 o0 00 00 00 00 OO0 OO0 OO0 OO OO OO OO OO QO [ OO O]
49 oo 00 00 00 QO 0O 00 OO OO0 OO OO OO QO OO OO OO [ OO O ]
48 oo 00 00 OO0 QO OO OO QO OO OD OD OD QO QO OD OO [OQOO]
11 47 0O 00 00 00 00 0D FFO7 BO G FFFF FFEFFFEFF [0 0 1]
46 g0 00 00 00 00 0O 00 00 OO0 00 00 00 Q0O 0D QO [O0OQ O]
45 oo 00D 00 00 QO QO OO QO OO QD OO OO0 QO OQOOQODOQOD [OQOO]
44 0o 00 00 00 Q0 OO0 00 0O OO0 OO0 OO OO0 QO QO QD QO [0 O O]
10 43 00 00 00 00 00 0D FEO7 80 69 FFFF FFFFFFFF [0 0 1 ]
42 00 00 00 00 00 00 00 00 OO0 OO0 00 Q0 QO QO QO QO [0 OQ O]
41 0o 00 00 00 QO OO 00 OO OO0 OO OO OO QO QO QO OO [ QO O ]
40 oo 00 00 OO QO OO OO QO OO QD OD OD QO OO OD OO [OQOO]
] 38 00 00 00 00 00 0D FFO7 BO G FFFF FFEFFFEFF [0 0 1]
38 g0 00 00 00 QO OO OO0 OO OO0 OO OO OO QO QO QD QO T O O O 1



Opranunsauma namatn Mifare 1K

——NO¥dIT——

SECTOR 0/BLOCK 0 is always READ-ONLY ...
o]t 231456178910 11 12 13 14 15

Manufacturer Data

Unique IDentifier (4 or 7 Bytes)

<}i2|u 123 45|67 8[9]10 11 12 13 14 15

KEY A Access Conditions KEY B

All other = DATA / VALUE ELOCKS ...
—]01234567 891011 12 13 14 15]

BLOCK 0 (FIX)
Manufacturer

BLOCK 3 (FIX)
Sector Trailer

Other BLOCKs
(ALT) Data

Tpennepom cektopa siBnaetcs 6/10K 3, B
KOTOPOM XPaHATCA:

* ceKpeTHble Kao4uun A (o0bA3aTesibHbIN)
n B (onumoHanbHbIN), KOTOPbIE
BO3BPALLAOT NPU YTEHUU JIOTUYECKNE
“0”; [_h ycnosua goctyna K 610Kam
[AHHOTO CEeKTopa, KOTopble XPaHATCA
B 6amnTax 6...9.

* [10o YMONYAHUIO A1 BCEX KNHOYEN
HOBbIX YNMOB YCTAHOB/IEHO 3HAYEHME
FF FF FF FF FF FF (6 6anT FF), a
3HayeHune 6anToB 6, 7 1 8 paBHO
FFO780h.



Hyneson 610K

Sector 0 - Block 0 : Manufacturer Block

Byte

‘ Manufacturer Data ‘

g9 [10]11]12]13]14]15]

Serial Number
Check Byte

ATQA_1
ATQA 0

Check Byte = SNO ~ SN1 ~ SN2 ~ SN3

Hyneson 610K umeeT goctyn
TO/IbKO Ha YTeHUEe U UCNOoSb3yeTCA
ana XpaHeHua UID KapTbl n

AdHHbIX MPON3BOAUTENA.

Bit number Hex
Value

ISOMEC 14443-3

MIFARE Ultralight | 00 44 |

MIFARE Ultralight | 00 44

EV1

MIFARE Ultralight | 00 44

c

MIFARE Mini 00 x4 |

MIFARE Classic 1K | 00 x4 |

MIFARE Classic 4K | 00 x2 |

MIFARE Plus 2K 00 04

(4 Byte UID or

4 Byte RID)

MIFARE Plus EV1 | 00 04

2K (4 Byte UID or

4 Byte RID)

MIFARE Plus 4K 00 02
{4 Byte UID or

4 Byte RID)

MIFARE Plus EV1 | 00 02
4K (4 Byte UID or

4 Byte RID)

MIFARE Plus 2K 00 44
(7 Byte UID)

MIFARE Plus EV1 | 00 44
2K (7 Byte UID)

MIFARE Plus 4K 00 42
(7 Byte UID)

MIFARE Plus EV1 | 00 42
4K (7 Byte UID)

MIFARE DESFire | 03 44 |
MIFARE DESFire | 03 44
EV'1

P3sSRo08

|nn44|

SmarthX with
MIFARE 1K

emulation

SmarthX with
MIFARE 4k

emulation

SmarthX with
T Byte UID

0 04

0 02

0 48

TP

oF 01




[lonb30BaTeNbCKME KOMAHAbI

MWKPOKOHTpOANNEP U AaTUYUK
obmeHuBaroTCA MHGOPMaLMen no
UART. PeannsoBaHbl cneayrouime
KOMaHAbl:

e read with key

* read without key
e Write block

e Read sector

e Get key

e Set key




[lone3Hble CCbINKU

Ccbinka KpaTtkoe onucaHue

AN1304 NFC Type MIFARE Classic Tag Operation Rev.
1.3 — 2 October 2012 130413 Application note
PUBLIC

AN10833 MIFARE Type Identification Procedure Rev.
3.6 — 11 July 2016 018436 Application note
COMPANY PUBLIC

https://smart-
card.ru/upload/catalog/items/docs/MIFARE_ID_datas
heet_v1.1.0.pdf

MFRC522 Standard performance MIFARE and NTAG
frontend Rev. 3.9 — 27 April 2016 112139 Product
data sheet COMPANY PUBLIC

Data mapping contained inside a MIFARE Classic or
MIFARE Plus defined by the NFC Forum

MIFARE, ISO/IEC 14443. ISO/IEC 14443-3 describes the
initialization and anti-collision procedure, and ISO/IEC
14443-4 describes the protocol activation procedure.
This document shows how to use these procedures to
deliver the chip type information for all MIFARE ICs.

MIFARE® ID TexHM4eckoe onucaHue

This document describes the functionality and
electrical specifications of the contactless
reader/writer MFRC522.
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